M ARI S T Ej”}?g : McAfee for Mac Setup Guide

How to Install McAfee on macOS

1. Please verify that your computer has macOS 10.15 (Catalina) or higher. To check your
operating system version, you can click on the Apple logo in the top-left of your screen,
then click “About This Mac”.

Please also remove any other antivirus software from your computer before proceeding.
Running multiple antivirus programs can cause conflicts and significant performance
degradation.

2. Download and open the Marist McAfee for macOS installer from the following address:
https://my.marist.edu/antivirus-software

After opening the downloaded file (“MaristMcAfeeStudent.zip”) and running the
McAfeeSmartinstall app within it you should see the window below.®

Click Cancel, then open System Preferences'” — from your dock, or by clicking on the Apple
logo in the top-left of your screen, then clicking “System Preferences...” —and click on
Security & Privacy.(d)

(b)

(a)
E @ “McAfeeSmartinstall” cannot be

opened because the developer

MaristMcAfeeStu  McAfeeSmartinst cannot be verified.

dent.zip all

2.1 MB macO5 cannot verify that this app is free

from malwarea.

my.marist.edu

Move to Trash Cancel

(C) (d)
® "
u Security

& Privacy

System Preferences
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3. If you see “McAfeeSmartinstall” at the bottom of the window, click Open Anyway, then
click Open in the new window that appears. Enter your computer password when

prompted to authorize the installation.

Security & Privacy

General FileVault  Firewall Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes

Allow apps downloaded from:

“McAfeeSmartinstall"” was blocked from use because it is not from an
identified developer.

fi Click the lock to make changes.

after sleep or screen saver begins

Open Anyway

macOS cannot verify the
developer of
“McAfeeSmartinstall™. Are you
sure you want to open it?

By opening this app, you will be
overriding system security which can
expose your computer and personal
information to malware that may harm
your Mac or compromise your privacy.
saded this file today at 2:35
o my.marist.edu

Open

Move to Trash

Cancel
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4. If you see the window below, your device has an Apple processor and needs to install
Apple’s Rosetta software before it can run our McAfee software. If you do not see this
window, you can proceed to the next page of this guide.

5. Click Install and enter your password (or press the Touch ID button) when prompted, then
wait for the Rosetta installation to finish and click Done. Afterwards, you may need to open
the McAfeeSmartinstall app again from your Downloads folder in Finder.

To open “McAfeeSmartinstall”, you need to install
Rosetta. Do you want to install it now?

Rosetta enables Intel-based features to run on Apple Sliicon Macs.
Reopening applicatlons after Installation Is required to start using
Rosetta.

Use of this software is subject to the Software License Agreement applicable to
the software you are downloading. A list of Apple SLAs may be found here:

Installed

Done
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6. Once the McAfee installer has been opened, the installation will start automatically. The
window will close on its own after downloading and installing the McAfee Agent. This may
take a few minutes, depending on the speed of your computer and internet connection.

McAfee Smart Install 5.7.3

TJ McAfee

Trying to download installation files from Peers
Downloading configuration file from ah-usw002.mvision.mcafee.com
Verifying configuration file

Decompressing configuration file
Downloading install file from repositories
Trying to download files directly from ePO
Decompressing agent installer binaries
Verifying agent install file sfx.sh

Verifying agent install file MFEma.x86_64.dmg
Verifying agent install file DXL.zip

Installing agent.This may take a while...

Cancel

McAfee Smart Install 5.7.3

TJ McAfee

Verifying configuration file

Decompressing configuration file
Downloading install file from repositories
Trying to download files directly from ePO
Decompressing agent installer binaries
Verifying agent install file sfx.sh

Verifying agent install file MFEma.x86_64.dmg
Verifying agent install file DXL.zip

Installing agent.This may take a while...
Cleaning up after installation

McAfee Agent Installation finished. Further security products will be installed based on policies m:

0K
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7. The dialog below should appear a few minutes after the installer window closes. It may
appear in such a way that the OK button is hidden, as shown below.® If that is the case,
click on the window’s title bar and drag it to the left until you can see the OK button.”’

8. Click “OK” to open System Preferences.

If you do not see the “McAfee Alert” window, but the McAfee icon is present in the menu
bar, you can open System Preferences — from your dock, or by clicking on the Apple logo in
the top-left of your screen, then clicking “System Preferences...” — and click “Security &
Privacy”, then go to the “Privacy” tab.

11:58 AM

Your current macOS privacy configuration is blocking McAfee sof
some features. Provide full disk access to the following McAfee p
System Preferences -> Security & Privacy -> Privacy tab.

fusrflocal/McAfee/fmp/bin64/fmpd
fusrflocal/McAfee/AntiMalware/VShieldScanner
fusrflocal/McAfee/AntiMalware/VShieldScanManager.app

Click OK to launch System Preferences.

(b)

Your current macOS privacy configuration is blocking McAfee software from enabling
some features. Provide full disk access to the following McAfee processes under
System Preferences -> Security & Privacy -> Privacy tab.

Jusrflocal/McAfee/fmp/bing4/fmpd
Jusrflocal/McAfee/AntiMalware/VShieldScanner
Jusrflocal/McAfee/AntiMalware/VShieldScanManager.app

Click OK to launch System Preferences.
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9. In the left sidebar, scroll down and click on “Full Disk Access”, then click the lock icon in the
bottom-left corner of the window and enter your password when prompted (or press the
Touch ID button, if your device has one).

[ ] < i Security & Privacy Q

General FileVault ~ Firewall  Privacy

[ ]

17 Calendars Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this

®
H
Mac.

Reminders

' Photes
n Camera

='= Microphone

ifilf Speech Recognition

Accessibility

- Full Disk Access

[:L] Click the lock to make changes.

10. If any of the files listed in the McAfee Alert dialog (fmpd, VShieldScanManager, or
VShieldScanner) are already in the list of applications in this window, click on the
checkboxes next to them to grant them full disk access. If you see other programs listed in
the window, you may need to scroll down to see the McAfee entries. If any of the three
above-mentioned files are missing, click on the plus (+) button below the applications list.

[ ] < i Security & Privacy Q

General FileVault ~ Firewall  Privacy

[ ]
17 Calendars Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and
. Reminders certain administrative settings for all users on this
Mac.
' Photes
masvc
n Camera

. VShieldScanner

. fmpd

U VShieldScanManager

='= Microphone

ifilf Speech Recognition

Accessibility

2= Input Monitoring + -
- Full Disk Access
A
E‘ Click the lock to prevent further changes Advanced... ?
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11. In the file selection dialog that opens on top of the System Preferences window, press

Command-Shift-G on your keyboard, then enter one of the following paths (you can copy
and paste them from this document) and click “Go”:

[usr/local/McAfee/fmp/bin64
Jusr/local/McAfee/AntiMalware

The list of McAfee files already in the list may differ on your computer from the screenshot
on the previous page. If fmpd is one of the files missing from the list, go to the path that
ends in “bin64”. Otherwise, go to the path that ends in “AntiMalware”.

If you need to select both files in the “AntiMalware” folder, you can hold the Command
key, then click on each file to add it to the selection. Once you have selected the necessary
files, click the “Open” button in the bottom-right of the window. Repeat this step until all
three files (fmpd, VShieldScanner, and VShieldScanManager) are in the list of allowed
applications.

Go to the folder:
}'usr,l'lc:caliMcAfeeﬁAntiMalward u

Security & Privacy time
Favorites ¢ 0~ = £ AntiMalware Q
@) Recents
A Applicati...
alware B QuarantineMigrator
[=] Desktop

[% Documents

@ Downloads & var
VSContraol
Locations lertool M vSCronCleaner
@ Network ! B vSDatEngineValidate

Tags vsc VShieldScanManager
® Red all [ VShieldScanner

@ Orange aliCieantip M vShieldService 2items
) 1application, 1 document - 1.8...
Yellow B VShieldUpdate Information
B VSPrefsMigrator
@ Green 1l Il Created May 31, 2021at 211PM |1
® Blue
@ Purple Cancel m
a

§ Click the lock to prevent further changes Advanced...
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12. Once all three files have been added and the boxes next to them have been checked, the
list of applications should look like the screenshot below. There may be other programs in
the list as well, depending on what you have previously installed on your computer; those
checkboxes can be left as they are.

Click the lock icon again, then close the System Preferences window.

[ ] £ ittt Security & Privacy Q
General FileWVault  Firewall Privacy
T . .
17 Calendars Allow the apps below to access data like Mail,

Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this

L] .
® Reminders
Mac.

‘ Photos
m Camera

=|= Microphone

masvc
- VShieldScanner

- fmpd

U VShieldScanManager

ik Speech Recognition

Accessibility

=% Input Monitoring + -
- Full Disk Access
[ o
Ei Click the lock to prevent further changes. Advanced... ?

13. To verify that the installation completed successfully, restart your computer and make sure
that the McAfee icon shows up in the menu bar near the top-right of your screen.

If the installation in the previous steps was not successful, or the messages on your
computer do not match the screenshots below, please contact the Help Desk at
HelpDesk@marist.edu or 845-575-4357.

Q 2 12:02 PM
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